User Guide for the Internetbanking service of PPF banka a.s., Part II: Working with the Token and the Certificate

Banka

USER GUIDE FOR THE INTERNETBANKING SERVICE OF
PPF banka a.s.

Part II: Working with the Token and the Certificate

Contents:

I 1011 (oo [F Tox (o] PO U U TR TOUU PR VRTPR PR
1. (0L ) o 1T T -1 1 -SSR
M. Downloading SW for the correct running of INternetbanking ..........cooooiiiiiiiii e
V. Downloading a library for working with an electronic key (an applet for the encryption of data) ...........ccccccevvveviveiieinennn,
V. Downloading drivers fOr the TOKEN .........coiii et e st e et e e s e s seesteesteesteebeaneeansennee e
VI. Downloading SW for the TOKEN OPEALION ........cviuiiiiiiirieiite ettt bbbttt ebe e
VI Change Of PIN 10 The TOKEN .......ouiiiiiiiiiie ettt bbbttt bbbt b bbb bbbt e eb e
VI Generation OF the CertifICALE ... ..ot bbbttt et bt s bt bt bt e bt et et et sbeebeene e
IX. Y (o gL aTo o) Rt LT G- U o L= SR
X. Deleting @ VOI CItITICALE ......c.veuiieeietiite bbb bbbt b e b e bt sb et bt s b e st ekt s bt ebesne e ebeanes
Version 01072012 Page 1 (total 25)

PPF banka a.s., Praha 6, Evropskd 2690/17, Post Code 160 41 Czech Republic, Company ID No. 47116129, VAT No. CZ47116129

The company is recorded in the Commercial Register at the Municipal Court in Prague, Section B, File 1834
Tel.: (+420) 224 175 888, Fax: (+420) 224 175 980



User Guide for the Internetbanking service of PPF banka a.s., Part II: Working with the Token and the Certificate

I. Introduction

For greater clarity, the User Guide is divided into several parts, which are separate documents. This part
describes working with the Token and the Certificate. Other information related to IB is stated in other parts of
the User Guide.

In the event that there are expressions, abbreviations or phrases beginning with capital letters used in the text of
the User Guide, their meaning will be stated in the article titled Definition of Terms of the GBC and/or SBC.
The meaning may be specified in the individual provisions of the GBC and/or SBC and/or this User Guide.

I1. Certification Centre

The Certification Centre is accessible on the https://ibcc.ppfbanka.cz websites. After entering these websites the
following screen will appear:

Banka

Hot logged in

Log in to Certificate Centre by Certificate

Load Certificate

Certificate : |

PPF Internetbanking

B PPF Banka a.s. Customer Service: +420 222 244 255 business days 8 - 18h. =Rl =7 S<ENG

customer service@ppfbanka.cz Copyright ® 2010-2012, PPF Banka a.s.

Change the language (ENG) in the bottom right-hand corner. To secure the correct generation of the Certificate
it is necessary to go through the following procedure:

1. Download the SW for the correct running of IB (Java) — point IIl. — install this version of Java even if you
already have the latest version of Java installed on your PC;

Download the library for working with an electronic key (an applet for the encryption of data) — point IV.;
Download the drivers for the Token for the relevant operating system — point V.;

Download SW for the Token operation — point VL.;

Restart the PC;

Change the PIN to the Token - point VIL;

Generate the Certificate — point VIIL.

Nk e

You can download the drivers, SW for the Token and an applet for the encryption of data from the Software
option. All the files which need to be downloaded into the PC for the Token to work correctly will be
displayed.
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Downloads

Special software for work with Token
Java(Th) 2 Runtime Environment SE
Meceszary to install for the correct running of Internetbanking application in your web browser, | you already have the latest version of Java
1 . @ installed on your PC, installation iz not necesszary
([2re-1 4 2 11—w1ndows—1586-n.exe)15,4 ME

BSC Applet PKCS14

Library for warking with Electronic Signature with Certificate,
PPF Internetbanking 2 I@ Mecessary toinstal to your PC to be able to communicate properly with the Electronic Signature registered in PPF bank Internetbanking
- application,

ESCapplet PRCS 11, exel 497 KB

Token drivers for 32bit O3 Windows

I@ Meceszary to install to your PC ta be able to detect a USE Token iKey 4000
) iKeyDrvas wiexe,H,1 ME

. Token drivers for ddbit O5 Windows (Some versions of 05 Win, require installation of a compatible mode)

I@ Mecessary toinstal to your PC able to detect a USE Token ikey 4000

iHeyDrved wiexel 1,5 MEB

Administration Software for Taken

We recommend you to install this software coming with a user interface for managing the Token iKey 4000 {inciuding list of Certificates and
4. @ their current walidity, allovs you to change the PIM for Token and other important functions)

PPFEswToken wi.msi)s,7 MEB

IMPORTANT WARNING:

» The displayed dialogue windows could be a little bit different (for example, instead of the Save button the Save file
button is displayed) in various browsers (Mozilla Firefox, Internet Explorer, Google Chrome, etc.) or some dialogue
windows could be added additionally.

» The language of the dialogue windows depends on the setting of the operating system or on the setting of each file —
neither the Bank nor the User can influence this.

» If you use a Token or smart card (or other similar crypto equipment) from another supplier or another bank, we
recommend that you disconnect this equipment at least during the time of generating and saving the Certificate of
the Bank (due to the possible collision of the SW during the time of the generating of the Certificate). In the event

that you do not follow this recommendation there is a possibility that the Certificate for IB will not be saved to the
Token.

Installation is done in the usual way, using Windows Installer technology.

III. Downloading SW for the correct running of Internetbanking

Otevirdani j2re-1_4_2_11-windows-i586-p.exe

Dualili jste akevirat

First choose the file with the SW [ i2zre-1_4_2_11-windows-i586-p.exe
1 for the correct runqing of IB. In co? je! Binary Filel

the first d1alo§ue window click on 20 hetps:/fibcc. ppfbanka.cz

the Save (Ulozit soubor) button. .

i Cheete tento soubor uloZi?
[_LIIDEiI: su:-ul:u:r] [ Zrugit
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The program will ask you to select
a directory for saving the file —
select a directory and click on the
Save (Ulozit) button. Do not change
the name or type of the file!!!

fadejte nazev souboru pro ulozeni...

Ulazit do: | ) Java
Y Chires

Posledni
dokumenty

v O @

=

Flacha

/)

Dokumenty

g

Tento pocitat

Nazev soubons | 2re-1_4_2 11-windows-586-p vl ues |

Migta v giti Ulozit jako twp:

|Binary Fil= vl ’ Stamo ]

Information on successful saving
will then be displayed — launch the
installation with the Launch
(Spustit) button.

Stahovani dokonceno

%4
=

oX)

Stahovani bylo dokandena,

42 11-windows-i586-p.exe 2 ibce,ppfbanka. cz

Stazeno;
Zil skahowani:
Prenosowva rychlosk;

mzl5,4 ME za 12 5
CLodjEre-1_4 2 11 -windows-iS86-p. exe
1,28 MEBjs

[ ] Tenta dialog po dokonéeni stahavani zaviit

L_spustic_JJ[ Oteviit sozku | [ zawtit__|

The system will ask you if you
wish to launch the SW - click on
the Launch (Spustit) button.

Internet Explorer - upozonnéni zabezpeceni

Chcete tento software spustit?

@ Dal&i moznosti

Mazew: jere-1 4 2 11-windows-iS86-p.exe

Wydavatel: Sun Microsystems, Inc.

{ spustt

]] [ Mespoustét

Piestofe software stafeny z Internetu mize byt ufitedny, soubor kohaoto bypu
miZe poskodit poditad, Spoustéjte software pouze od diveryhodnych
wydavatell, Jake je riziko?
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i% Java 2 Runtime Environment, SE ¥1.4.2_11 - Maintenance Welcome g|

Welcome to the InstallShield Wizard for Java
2 Runtime Environment, SE v1.4.2_11

The InstallShield{R) Wizard will allow you to modify, repair, or
remowe Java 2 Runtime Environment, 5E «1.4.2_11. To
conkinue, click Mext,

The installation guide will come up.
On the first screen of the guide
click on the Next button.

< Back. 1 Tk = I Zancel

i Java 2 Runtime Environment, SE ¥1.4.2 11 - Maintenance

Program Maintenance

Madify, repair, ar remove the prograrn,

On the following screen leave the @ Change which program features are inskalled. This option displays the

chosen installation type (Complete,
Modify or Typical) and click on
the Next button.

Custom Selection dialog in which vou can change the way features are
installed.

O Remove

- Remaowe Java 2 Funtime Environment, SE w1.4.2_11 From your
compuker,

« Back. r Mext = ] [ Cancel
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On the next screen leave the Java 2
7. | runtime Environment option and
click on the Next button.

i Java 2 Runtime Environment, SE ¥1.4.2_11 - Custom Setup

Custom Setup

Select the program Features wou want installed,

The lava Runtime Environment with suppart For European languages will be installed. Select
opkional features to install from the list below,

Feature Description

The Java Runtime Environment
with European languages. This
requires 65 ME on your hard
drive,

=) ~ | Additional Font and Media Support

< Back I Mexk = ﬂ [ Zancel ]

After finishing the installation click
on the Finish button.

i'-.% Java 2 Runtime Environment, SE v1.4.2_11 - Complete E|

InstallShield Wizard Completed

__fsh ) coneel

< Back,

After the installation, the window
with information on the need to
restart the PC will be displayed —
9. | click on the No button (the PC
will be restarted later after

installation of all the necessary
SW).

i'-.% Java 2 Runtime Environment, SE v1.4.2 11 Inst...

Yo must reskark wour swskem For the configuration
changes made to Java 2 Runtime Environment, SE
vw1.4.2_11 ta kake effect, Click Yes ta restart now ar
Mo if wou plan ko reskart laker,

% )
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IV. Downloading a library for working with an electronic key (an applet for the

encryption of data)

Then choose the file with an applet
for communication of IB with the
1. | Token. In the first dialogue window
click on the Save (Ulozit soubor)
button.

Otevirdani BSC_Applet_PKC511.exe

Zwolili jske okewirak

[T BSC_Applet_PKCS11.exe
cof je: Binary File
zi https:ffibce.ppfbanka.cz

Chrete kento soubor uloZik?

i
| Ulozit soubor |
UloZit jako 2%
Ulogit do: | () BSC Praha v @2 m-
0
Posledni
dokumenty
(T
The program will ask you to select
a directory for saving the file — Plocha
2. | select a directory and click on the =
Save (Ulozit) button. Do not change )
the name or type of the file!!! Dickumenty
Tento pocitad
T Nézev souboni | BSC Applet PKCS11 v Cuea )
Mistavsiti  Uloditiskotyp: | Aplikace v [ stomo |

Information on successful saving
will then be displayed — launch the
installation with the Launch
(Spustit) button.

Stahovdani dokonEeno

Stahovani bylo dokondena,

B3C%20Applet%20PKCS1 1, exe 2 iboco,ppfbanka.cz

StaZeno: m6 kB zal s
il stabosani: Z:AProgra.. \BSC Applet PECS11.exe
Prenosova rechlost: 495 kE/s

[] Tenta dislog po dokonéeni stahowani zawiit

([ spustt ) [Oteviitslozku | [ Zavii
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Internet Explorer, - upozornéni zabezpeéeni E|

¥ydavatele se nepodaiilo ovéfit. Opravdu chcete spustit tento software?

Mazew: BSC Applet PKCS11.exe

The system will ask you if you Yydavatel: Meznamy vydavatel
4. | wish to launch the SW - click on

the Launch (Spustit) button.

Spustit ] I [ MNespoustét

Tento soubor neobsahuje platny digitalni podpis overujici jeho vydavatele.
Doporucujeme spoustét pouze software od divérvhodnych uZvateld, Podle
ceho se rozhodnout, jaky software je bezpedné spustit?

Welcome to the InstallShield Wizard for BSC
Applet PKCS11

The Installshigld(R) wizard will allow wau ko maodify, repair, o
remove B3C Applet PKCS11, To conkinue, click Mext,

The installation guide will come up.
5. | On the first screen of the guide
click on the Next button.

( et = ][ Cancel l

i BSC Applet PKCS11 - InstallShield Wizard

Program Maintenance

Madify, repair, aor remove the program,

2
-

“hange which program features are inskalled. This option displavs the
Custom Selection dialog in which vou can change the way Features are
installed.

g

On the following screen leave the
‘ chosen installation type (Complete,
" | Modify or Typical) and click on
the Next button.

() Repair

Repair installation errors in the program. This option Fixes missing or
corrupk files, shortouts, and registry entries,

s

{:} Remove
Remove BSC Applet PKCS11 From your computer,

@l

< Back H MNext = I Cancel
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On the next screen click on the
Next button.

i BSC Applet PKCS11 - InstallShield Wizard

Custom Setup

Select the prograrm Features wou want installed,

Click. on an icon in the lisk below to change hiow a Feature is installed,

Feature Description

This Feature requires 136KE on
wour hard drive,

[ <o

[ Mexk = II [ Zancel l

On the following screen switch on
8. | the installation of an applet by
pressing the Install button.

i BSC Applet PKC511 - InstallShield Wizard

Ready to Modify the Program

The wizard is ready to begin inskallation,

Click Install ko beqgin the installation,

ek the wizard.

If wou want to review or change any of your installation settings, click Back, Click Cancel ko

< Back,

K Inskall ] [ Cancel
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i BSC Applet PKC511 - InstallShield Wizard 3

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed BSC Applet
PK:Z511, Click Finish to exit the wizard,

9 After finishing the installation click
" | on the Finish button.

< Back _ Cancel

V. Downloading drivers for the Token

Otevirdni iKeyDrv6d_v1.exe

Zvilili jste okevirat
Then choose the file with the

drivers for the Token according to [ iKeyDrv64_vl.exe
1. | your operating system. In the first 1 £oz je: Binary File
dialogue window click on the Save i https:ffibce. ppfbanka.cz

(Ulozit soubor) button. d Cheete tento soubor ulogics

' UlaZit soubor I Zrugi

UloZit jako
Ulogit da: | (9 Token v @@
Pozledni
dakumenty
. F
The program will ask you to select
a directory for saving the file — Plochs
2. | select a directory and click on the .
Save (Ulozit) button. Do not change L/
the name or type of the file!!! Dakumenty
Tento poiitad
‘8 Mazew zouboru; |iKe_l,lDw32_v‘I Vl [ Ulogit ]
Mista v siti Uladit jakn bpp: |BaliE:ek gluby Windows Installer vl ’ Starno ]
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Information on successful saving
will then be displayed — launch the
installation with the Launch
(Spustit) button.

Stahovdni dokonEeno Z”EIE|

e Stahovani bylo dokandena,

ikeyvDrv3z_wl.msi 2 ibce,ppfbanka.cz

Skazeno; mzl, 52 MEzal s
Zil skahowani: CAProgram File., AikevDre3z_wl.msi
Prenosowva rychlosk; 1,82 MB/s

[ ] Tenta dialog po dokonéeni stahavani zaviit

( spustt )| Oteviitsiozku | [ Zawit |

The system will ask you if you
4. | wish to launch the SW - click on
the Launch (Spustit) button.

Internet Explorer, - upozornéni zabezpeéeni El

Chcete tento software spustit? i
Mazey: iKevDry3Z2 wl.msi
Wydawvatel: SafeMet, Inc.

Dal3i moZnaosti | Spustit I Mespoustét

P Piestofe software skafeny 2 Internetu miZe byt ugitedny, soubor tohota bypu
@ miiZe poskodit poditac, Spoustéjte software pouze od divéryhodnych
wydavateld, Jaké je riziko?

The installation guide will come up.
5. | On the first screen of the guide
click on the Next button.

it SafeNet iKey Driver v4.1.0.1006 - InstallShield Wizard @
Welcome to the InstallShield Wizard for
SafeNet iKey Driver v4.1.0.1006

The InstallShield{R) Wizard will install SafeMet iKey Driver
v4.1.0,1006 on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties,

ﬂ Next = B [ Cancel ]
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A Licence Agreement will appear
on the second screen. Read this
agreement and if you agree with it
tick option (I accept the terms in the
License Agreement) and click on the
Next button. If you do not agree
with the licence agreement it will
not be possible to install the drivers
for the Token and generate the
Certificate necessary for logging in

and for Authorization of orders in
1B.

i SafeNet iKey Driver v4.1.0.1006 - InstallShield Wizard

License Agreement

Flease read the following license agreement carefully,

HafeMet, I il
SOFTWARE/MRIVER LICENSE AGREEMENT =

Please read this license carefully before using the softwrare. By using the
software, you are agreeing to be bound by the terms of this license. If you do
not agree to the terms of thiz license, promptly return the unuzed software to the
place where you obtained it.

1 DEFINITIONS.

"Hafel et Software" - The software package includes the computer programs and

|€

@I accept the kerms in the license agreement]

{1 do not accept the terms in the license agreement

< Back I Mext = I Zancel

Switch on the installation by
pressing the Install button on the
following screen.

i SafeNet iKey Driver v4.1.0.1006 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

[ < Back ]( Install ] [

Cancel ]

The installation program will ask
you to insert the Token. Insert the
Token into the USB and close the
window by pressing the Close
button.

iKey Driver [E|
‘) Fleaze inzert an K.ey Secunty Token to complete the installation.
b

[ Close
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9 After finishing the installation click
" | on the Finish button.

i SafeNet iKey Driver v4.1.0.1006 - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Safelet iKey
Driver v4,1.0.1006, Click Finish to exit the wizard.

VI.

Downloading SW for the Token operation

Then choose the file with SW for
1 the Token operation. In the first

" | dialogue window click on the Save
(Ulozit soubor) button.

Otevirani PPFEBswloken_w1.msi

Zyolili jste okewirat

i) PPFBswToken_v1.msi

cof je: Windows Installer Package
2 https:ffibec.ppfbanka.cz

Chrete kento soubor uloZik?

' UlaZit soubor

The program will ask you to select
a directory for saving the file —

2. | select a directory and click on the
Save (Ulozit) button. Do not change
the name or type of the file!!!

UloZit jako

Ulodit do: | (£ Token v 02 @

'_E_ [iBikeyDrvaz_vt

Posledni
dokumenty

Flocha

2

D okumenty

o

Tento poditad

=

Mazev zouboru: F'F'FEI:;:I. oken W

T |

|Ba|iéek zluzby Windows Installer v| [

Mista v siti Ulait jakao tp: Starna ]
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Information on successful saving
will then be displayed — launch the
installation with the Launch
(Spustit) button.

Stahovani dokonéeno

.4
e

Stahovani bylo dokondeno,

PPFEswToken_w1.msi z ibce.ppfbanka.cz

StaZeno: ma,6EMEzass
il stabowani: Z:AProgram .. \PPFEswToken_w1.msi
Prenosova rychlosk; 2,89 MB/s

[] Tento dislog po dokeniéeni stahowani zawiit

spustit || [ Oteviitsiozku | [ Zavitt |

The system will ask you if you
4. | wish to launch the SW - click on
the Launch (Spustit) button.

Internet Explorer, - upozornéni zabezpeceni

¥ydavatele se nepodafilo ovéfit. Opravdu chcete spustit tento software?

Mazew: PPFBswToken_wl.msi

Vydavatel: Neznamy wydavatel

ﬂ_ Spustit _I I Mespousket

Doporuujeme spoustét pouze software od divérvhodnich uZivateld, Podle

@ Tento soubor neobsahuje platny digitalni podpis ovéfujic jeho wwdawvatele,
teho se rozhodnout, jaky software je bezpeéné spuskit?

The installation guide will come on.
5. | On the first screen click on the
Next (Dalsi) button.

i SafeNet Borderless Security PK Klient - InstallShield Wizard E|

¥ita vas InstallShield Wizard pro produkt
Safefet Borderless Security PK Klient

Priwodee Inskallshield{R) wizard nainstaluje produkt Safeblet
Borderless Security PK Klient na w&% poditad, Pokradujte
klepratim na Hadtko Cals,

Pokraowvani v instalaci zablokuje Rywvchlé Pepinani Uzivatell a
nahradi uvitack obrazovky Windows.,

YAROWANT: Tento program je chranén aukorskymmi zakany a
rnezingradnimi drluywarmi,

[ Dalsi = ] [ Storno
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i SafeNet Borderless Security PK Klient - InstallShield Wizard

Instalace programu je pFipravena

Priiwodce je pfipraven zahajit instalaci,

Inskalaci zahajike Hepnutim na tagtko Inskalowat,
On the following screen switch on
6 the installation of the SW by
" | pressing the Install (Instalovat)
button.
< Zpét I Instalovat ] [ Stormo ]
iz SafeNet Borderless Security PK Klient - InstallShield Wizard rz|
Priivodce Installshield Wizard byl dokonien
Produkk SafeMet Borderless Security P Klient byl GspéEné
nainstalovan privadeem Installshield Wizard, Privodce
ukonéite klepnutim na tladitko Dokonéit,
7 After finishing the installation click

on the Finish (Dokon¢it) button.

<zpit {{__bokonct J | stormo

After successful installation a Token icon will be displayed in the lower right-hand ¥
corner of the PC.

Now restart the PC.
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VII. Change of PIN to the Token

After restarting the PC, change the default PIN for access to the Token. If you do not change the PIN you will
not be able to generate the Certificate — the Certification Centre will display this information in an attempt to
generate the Certificate.

7= Error - Poskytovatel aplikace Microsoft Internet Explorer: PPF b... g|§|g|

It is necessary for you to replace a PIN-code by default a
TOKEH in the utility "Properties Token™ for work with
TOKEH.

In order to change the PIN insert Token into the PC and launch the SW for the Token (Start, All programmes,
SafeNet, Borderless Security PK, SafeNet CIP Utilities). After opening the SW click with the right button of the
mouse on the first line of the list. Click on the Change PIN option on the displayed menu.

[ CIP Utilities  SafeNet, Inc.
File VYiew Options Help

%%

&]slot 10 - Rainbow Technologies iKey¥irtualReader 0 (iKey gaagss L~ : = bhow PCSC (Rainbow Technologies
(=) Slot 11 - Rainbow Technologies iKeyVirtualReader 1 (Mot Logged In) Logins;.;

i
der 0)
= slat 12 - Rainbow Technologies iKeyVirtualReader 2 (Not Logged In {  Change PIN |

&= slot 13 - Rainbow Technologies iKeyVirtualReader 3 (Mot Logged Iny  Test Token ...

Library Version ogged In
Display Common Access Card Data ...
Display »
T O KE T UVE T VIEW
Serial Number: 90417870
Label: Token
Vendor: *8afeNet, Inc.
Manufacture Date: 10/14/2003
Free Memory: 69100
S ‘ >
JlLogin Status: User Not Logged In NUM

Insert the default PIN into the Previous password (Staré heslo) field, insert the new PIN into the New password
(Nové heslo) and Repeat the new password (Opakovat nové heslo) fields. The PIN should have six to twenty
characters, containing only alphanumerical characters without diacritical marks with at least one uppercase letter,
one lowercase letter and one digit. Confirm the change with the OK button.
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zmeéna hesla

Token
Staré heslo rararase
Move heslo P T EET
Opakovat nove heslo ****m**l

Ok | Zrusit

You can change your PIN again this way at any time — new PIN cannot be repeated. Then exit the program
via options File a Exit.

[ CIP Utilities  SafeNet, Inc.
Help

SR =} slot 10 - Rainbow Technologie

If you would like to use the Token on a different computer, it is also necessary to install the drivers and SW
for the Token on that computer.

VIII. Generation of the Certificate

To generate a Certificate go to the website of the Certification Centre again (https://ibcc.ppfbanka.cz), change the
language (ENG) in the bottom right-hand corner and click on the option called Log into Certificate Centre by
Username and Password - First login.

On the login screen enter the Certification Centre Login Name into the Certification Centre (Login Name to
Certification Centre envelope) into the Username field and enter the Certification Centre Login Password (Login
Password to Certification Centre envelope) into the Password field. You received both of the envelopes after
signing the Agreement on IB. Confirm the insertion with the Login button.

Log in to Certificate Centre by Username and Password - First login

Certifical

Downloads

Hel
p
PPF Internetbanking

If you have a valid Certificate saved on Token, log in to the application by the Electronic Signature with Certificate.

The New Certificate option is automatically selected. The Certification Centre will display the name and the
address of the User and the User’s name will also be displayed in the upper left-hand corner of the application.
On the Certificate Name field is a preset default name under which the Certificate will be saved onto the Token.
You can change this name - diacritical marks or special marks (e.g. + *? etc.) must not be used in the name.
Enter the PIN to the Token into the PIN field and click on the Generate button.
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e Bt Saving of your Certificate

List of valid Certificates

List of invalid Certificates
Mame and surname: JAME DOVE
= =
Address: 110 00 PRAHA 1

W CELMICI 1031/4

Save information

Certificate storage type: Electronic key(Token)

Certificate name: ' Jane 17 04 2012 I

PIN:

onnect these equipments before generating

£ 101N a place separatety fro

If the name of the Certificate contains disallowed characters, the Certification Centre will display an error
window or tab with information on the allowed set of characters. Close this window by clicking on the Close

button, correct the name of the Certificate and click on the Generate button again.

/= Error - Poskytovatel aplikace Microsoft Internet Explorer: PPF b... E|E|E|
L PPF banka a.s. [CZ]

£ | https ppfbanka.cz

The Hame of the Certificate should consist only of the
following characters in English: a-z, A-Z, 0-% and also
“space” and -7,

€D Internet ‘g v Hoowm -

55 |7 | & PPF banka (€ hitps:fibce.ppfbanka.cz/PPF. . (’é Erraor

The Hame of the Certificate should consist only of the

following characters in English: a-z, A-Z, 0-% and also
“space” and "-".
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The Certification Centre will generate the Certificate and display it !!! Attention !!! The generating of the Certificate
will take approximately 1 minute and system activity is identified by a graphic symbol in the form of flashing coloured
squares during the whole process of the generation. During the generation do not leave the computer and do not perform
any other activity in the existing browser window!!!

After saving the generated Certificate onto the Token, enter the PIN into the PIN field and click on the Install
button.

Saving of your Certificate

Serial number:  2C5E (11358)
EMAIL=info@ppfbanka.cz,CH=PPFEWEBRA ,OU=InternetBanking,0=PPF banka
a.5.,L=Prague,ST=Czech Republic,C=CZ

O=TESTOVACI KLIENT S.R.0. (IB),L=110 00 PRAHA 1,L=Y CELHNICI 1031/4,CH=uid:
484412, CN=JANE DOVE

Issued by:

Issued for:

Validity from: 17.04.2012 17:21
Yalidity to:  17.04.2013 17:21
Print: 71:B8:90:71:4A:CA:AA:6F:09:F3:DA:88:B46:BF:32:D4

PIH:

Information about the successfully saved Certificate will then be displayed.

Certificate saved successfully

Certificate no. 11358 was successfuly saved in he system.
“You can see parameters of the Certificate created on the screen "List of valid Certificates”.

If you click on the List of valid certificates option, details of the Certificate will be displayed.

JAME DOVE Logout

List of valid Certificates

Serial number:  2C5E (11358)

EMAIL=info@ppfbanka.cz,CH=PPFEWEERA ,OU=InternetBanking,0=PPF banka
a.5.,L=Prague,5T=Czech Republic,C=CZ

O=TESTOVACI KLIENT 5.R.0. (IB},L=110 00 PRAHA 1,L=V CELNICI 1031/4,CN=uid:
48442,CN=JANE DOVE

Issued by
Issued for:

Validity from: 17.04.2012 17:21:02
Validity to:  17.04.2013 17:21:02

Print:  71:B8:9D:71:4A:CA:AA:6F:09:F8:DA:88:66:6F:32:D6

oo
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You can look at the valid Certificate (e.g. find out until what time the Certificate is valid in order to generate
a new Certificate in time), supersede it (by clicking on the Revoke button) or restore it (by clicking on the
Prolong button). You can log out of the Certification Centre by clicking on the Logout button in the upper
right-hand corner.

If you do not work within the Certification Centre for a longer time period you will be automatically logged
out. If you wish to continue working in the Certification Centre, click on the Log in again button. The new
login will be carried out in accordance with point IX. If you are not continuing with work in the Certification
Centre, click on the End button.

Because of a long period of inactivity, an automatic logout has been performed in due to security reasons.

You need to log in again to start working with the application.

(T )

You can now log into IB and, after registration of the Certificate (see part I. of User Guide), you can start to
use it.

Before the Certificate expires it is necessary to restore it in accordance with Chapter IX. If you do not renew the
Certificate on time you will need to ask the Bank for new access data to the Certification Centre as for the first
generation of the Certificate.

IX. Restoring of the Certificate

Before the expiry of the validity of the Certificate you must generate a new Certificate. In this case log into the
Certification Centre (https://ibcc.ppfbanka.cz) and choose Log in to the Certificate Centre by Certificate. Then enter
the PIN to the Token into the Enter PIN field and click on the Load certificate button. Then choose a Certificate
in the Select certificate name field and click on the Login button.

e Log in to Certificate Centre by Certificate

Centre by Username and
Password - First login

® Login to Certificate

Centre by Certificate 1 PIH: ( Load Certificate ]
List of revoked
Certificates for
downloading

Downloads 2. certificate: {lane 17042012 v ] Login
Help

The New certificate option will also be automatically displayed in the case of generating the new Certificate (see
point VIIL.). For renewal of the current Certificate you can enter the name of the new Certificate, the PIN and
start to generate the Certificate in the same way as in point VIII. — the original Certificate will be automatically
superseded and will be replaced by the newly generated Certificate.
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Saving of your Certificate

Mame and surname: JAMNE DOVE

Address: 110 00 PRAHA 1
W CELMICI 103174

Save information

Certificate storage type: Electronic key(Token)

ertificate name: 43442

PIM:

an change PIN o

Then follow the same instructions as for generating the first Certificate (see under VIIL).

The second possibility for renewal of the Certificate is to click on the List of valid certificates option. A list of
valid Certificates with the Revoke and Prolong buttons will be displayed after clicking on the List of valid
certificates option.

List of valid Certificates

Serial number:  2C5E (11358)

EMAIL=info@ppfbanka.cz, CH=PPFEWEERA ,OU=InternetBanking,0=PPF banka
a.s.,L.=Prague,5T=Czech Republic,C=CZ

O=TESTOVACI KLIENT 5.R.0. (IB),L=110 00 PRAHA 1,L=V CELHICI 1031/4,CN=uid:
48441,CH=JANE DOVE

Issued by

Issued for:

Validity from: 17.04.2012 17:21:02

Validity to:  17.04.2013 17:21:02

Print: 71:B8:9D:71:4A:CA:AA:6F:09:F8:DA:B8:B6:BF:32:D6

i )

Do not use the Revoke button!

For renewal of the Certificate click on the Prolong button — a screen for generating the new Certificate will be
displayed. Enter the name of the new Certificate into the Certificate name field, the PIN into the PIN field and
click on the Generate button.
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Renovation of your Certificate - step 1

Mame and surname: JAME DOVE

Address: 110 00 PRAHA 1
W CELMICI 1031/4

Certificate name: Jane April 2012
| Generate I

If you already use similar encryption device from another supplier or a bank, we recommend you to disconnect these equipments before generating

and saving the certificate. If you do not do so, the certificate might not be instaled successfully.

PIM of Token wil be requested each time an electronic document is signed in the future. Remember it or store it in a place separately from Token in

due to security reason. You can change PIM of Token using software application attached with your Token.

Details of the generated Certificate will then be displayed. Enter the PIN to a Token into the PIN field and

click on the Install button to save it.

Saving of your Certificate

Serial number:  2C5F (11359)
EMAIL=info@ppfbanka.cz,CH=PPFEWEERA ,OU=InternetBanking,0=PPF banka
a.5.,L=Prague,ST=Czech Republic,C=CZ

O=TESTOVACI KLIENT S.R.0. (IB),L=110 00 PRAHA 1,L=V CELMNICI 1031/4,CN=uid:
484412, CH=JANE DOVE

Issued by:

Issued for:

Validity from: 17.04.2012 17:32
Validity to:  17.04.2013 17:32

Print: 15:52:E2:39:C5:98:8A:49:93:27.TF:86:BCICE:94:99

| Install

Information on successful saving of the Certificate will then be displayed.

Certificate saved successfully

Certificate no. 11359 was successfuly saved in he system.
“You can see parameters of the Certificate created on the screen "List of valid Certificates”.

You can look through the details of the void Certificates in the List of invalid Certificates option.
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List of invalid Certificates

List of invalid Certificates 0 Ly re

Help

Serial number: 2C5E (11358)

EMAIL=info@ppfbanka.cz,CN=PPFEWEERA,OU=InternetBanking,0=PPF banka
a.s.,LsPrague,ST=Czech Republic,C«CZ

O=TESTOVACI KLIENT S.R.O. (1B),L=110 00 PRAHA 1,L=V CELNICI 1031/4,CN=uid:
48442,CN=JANE DOVE

Issued by:

Issued for:
Validity from: 17.04.2012 17:21:02
Validity to:  17.04.2013 17:21:02

Print:  71:B8:9D:71:4A:CA:AA:6F:09:F8:DA:88:B6:BF:32:D6

We recommend that you delete void Certificates of the Token — so avoid using a void Certificate when logging
into IB, or during the Authorization.

X. Deleting a void Certificate

In order to delete a void Certificate insert Token into the PC and launch the SW for the Token (Start, All
programmes, SafeNet, Borderless Security PK, SafeNet CIP Utilities). After opening the SW click on the cross in
the front of the first row — “Slot” on the left of the screen. It may be that each Certificate is stored in a
different Slot - the cross is displayed before each Slot in which the Certificate is stored, and to delete the void
Certificate is necessary to check all marked Slots.

[@ CIP Utilities  SafeNet, Inc.
Fil= Wiew Options Help

5K

&) Si}slot 10 - Rainbow Technologies ikeyY¥irtualReader 0 {iKey 4000} (Not Logged In)
& Slot 11 - Rainbow Technologies ikeyvirtualReader 1 (Mot Logged In)
& Slot 12 - Rainbow Technologies iKeyvirtualReader 2 (Mot Logged In)
= Slot 13 - Rainbow Technologies ikeyvirtualReader 3 (Mot Logged In)

Reader: Rainbow PCSC [Rainbow Technologies
1KeyVirtualReadsr 0}

Status: HNot Logged In

Token Overview

Serial Number: 20417890
Label: PPFE =Token
Vendor: *BafeNet, Inc.
Manufacture Date: 10/14/2009
Free Memory: 33972
Login Status: User Mok Logged In MUM

After clicking on the cross, the list of all Certificates stored in the selected Slot on the Token expands (only
two Certificates should be saved on the Token — one valid and one void). Click on the line with Certificate —
its details are displayed on the right side of the screen. Always follow the name of a void Certificate during its
deletion (field CKA LABEL), not the data of its validity (fields Start and End) - these data are derived from the
date of Certificate generation and in particular data the end of the Certificate validity may not be current.
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[@® CIP Utilities  SafeNet, Inc.

File Wiew Options Help

--1=) slof 4000) (Not Logged In) ~
Certificate (10bzbdeedafdecsiacidad4dazZ00a65de8004cd) Certificate = 240000
% Key {10bZbdeed49fdec31ac0dad4da?Z00ab5det0cdcd -
Certificate (5dS052FE08594 3e0fcbedSrelac7FddFSeSde361) _
% Key (5d8052f698594 3e0FchebSe0ac7FddfSasde 361} CEA_CLASS _ 1
I slar 11 - Rainbow Terhnologies ikeyvirtuaiReader 1 (Mot Logged Tn) CEA_TOKEN = 1
Slat 12 - Rainbow Technologies iKeyvirtualReader 2 (Mot Logaed In) CEA PRIVATE = O

KA LABEL = Zofka-Patecni-110627 )

CEA_ID = (13 bytes)

goooo[ooool] 31 33 30 39 32 35 32 37 37 36 34 35 33
CKA_DATAKEY KEY TYPE = 80000001

CEA_CS3P_CONTATNER_MAME = 10bZbdee49fdec3lacldad4daZlilafsdeflcdad

=) slot 13 - Rainbow Technologies ikKeyvirtualReader 3 (Mot Logged In}

Subject Name:
CN=Z0FIE PATECNT
CN=uid: 46486
0=TESTOVACT EKLIENT 2.R.0. (IBS)
L=v CELNICI 1031/4
L=110 00 PRAHA 1

Igsuer MName:
CHN=CA PPF
OU=IT, Hotline 221611666
CO=PPF banka a.s.
C=C2

Version: V3

gerial Number: 25 15
-

tart: 40 GMT
End 240 EMT

Key Length: 2048 bits

Select a valid certificate and then click with the right button of the mouse on it. Click on the Delete From Token
option on the displayed menu.

]T CIP Litilities  SafeMet, Inc

File Miew Options Help

5 Certificate (Edauazf5985943egfche55ceuac?FddFEeEchﬁ1 PeIELS From Jystem ... .

A, Key (508082658594 360 chetScelac 7rddfSeSde3a 1) Export To File ... CEA CLAS:

=) slat 11 - Rainbow Technologies ikKevWirtualReader 1 (Mot Loggec CRA_TOREI
[= slok 12 - Rainbow Technologies ikKeyvirtualReader 2 (Mot Loggec Edit Object ... CEA PRIV,
=) slat 13 - Rainbow Technologies iKevWirtualReader 3 (Not Loggec  Update Taken ... CER LAEBE:
Display ¥ ICEA ID =

Fonnonnornn

You will be asked whether you really want to delete the Certificate from the Token — click on the Yes button.

Confirm Delete

AN

Are you sure yau want to delete this object?

Yes MHao |
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11! ATTENTION !!! Deleting a Certificate takes a few seconds!!! Do not perform any further action on your PC
during its deletion. After deleting a void Certificate, an electronic key to deleted Certificate is included under an
electronic key to the valid Certificate.

[@ CIP Utilities  SafeNet, Inc.
File Wiew Options Help

5K

= 1= slot 10 - Rainbow Technologies ikeyVirtualReader 0 (iKey 4000) (Not Logged In)

@ Certificate {4e04c0de?1dc330711 1007 2fd7ef50a6035dasaz) rublic Fey = 220000
D Koy (de de3a0 07zfd7eacnachisdae

) CEA_CLARS = 2
Slat 11 - q |
CE&A TORKEN = 1
Slot 12 - Rainbow Technologies iKeyWirtualReader 2 (Mot L d I -
= shol ainbow Technologies iKeyvirtualReader 2 (Mot Logged In) CEA PRIVATE = [

=) slot 13 - Rainbow Technologies KeyvirtualReader 3 (Mot Logged In)

MCEA_LAEEL = Zofka-Patecni-110627 )

CEA KEY TYFE = REA Eey

CEA TD = (13 bytes)

goooofoooo] 31 33 30 39 32 35 32 37 37 36 34 35 33
CEA DERIVE
CEA_WERIFY

(=1

Then exit the program via options File and Exit.

CIP Utilities SafeMet, Inc.

Wiew | Options  Help

SR =il 5lot 10 - Rainbow Technologie
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